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BBEJNEHUE

Mo ntoram 12 mecsaues 2025 ropga Ha Tepputopuu pecnybnuku
saperucTtpuposaHo 967 npectynnenuit, npegycmoTtpeHHbix cT. 208 YK,
YUYTEHHbIX MO  HAMPABMEHUIO  [OEATENbHOCTM  «NPOTUBOAENCTBUE
kn6epnpectynHocTn», uto Ha 284 (41,6%) Gonblue NO CPABHEHWIO C
aHanoruyHbim nepuogom 2024 ropna.

HaHHbin $akT, B nepsylo ouepeab, 06yCNOBAEH POCTOM KONMUYECTBA
3QPErMcTPMPOBAHHLIX BbIMOFATENbLCTB, CBSI3AHHBIX C GOKMpPOBAHMEM
Mob6unbHbix ycTpoiicTB Apple nog npennoroM okAsaHWs YCTAHOBKM
MOGUIbHBIX WUrP W MPUSIOXEHU, COBEPLUEHHbIX B  OTHOLUEHUM
HECOBEpPLUEHHONETHUX, C OQHOBPEMEHHbIM CHUXXEHUEM KOJIMYECTBA
30PernMcTpUPOBAHHBIX BBIMOrATENbCTB UHbIX BUAOB.

Cnegyetr KoHCTATMPOBATb AKT, UTO CROXMBLUAACS TEHOEHLMS
pOCTA perncTpupyemMbix KubepebIMOraTesnbcTs, HQ PpOHE UX CHUXEHUS B
TeueHue sHBapsi-utoHs 2025 roga, coxpaHutcs B nepeom nonyroguu 2026
road.

CornacHo cTATUCTUUECKMM [AAHHBIM, TOMbKO B sIHBApe-dpespane
2026 ropa BosbyxgeHo yxe 191 yronosHoe geno paccMaTpMBaeMol
kaTeropuu, uto Ha 151,3% npeBbiliaeT nokasaTeny npegbigywero roga.

Cneunduka cosepaembix ¢ ucrnonbszosannem U:KT sbiMmoratenbcts
yKasbiBOET HA HeoB6XxoAuMOCTb MPOBEOeHUs COBMECTHO C  WHbIMU
cy6bekTamu npodunnakTnkn LileNIeHanpassieHHOM
PQA3bSICHUTENbHOM pabotoi ¢ posegeHnem wuHdpopmauum o6
AKTYQsIbHbIX CNOCOBAX COBEPLUEHMS BbIMOIATESNbCTB.

B cootBetcTBMM ¢ nyHkTammn 25 n 28 KomnnekcHoro nnaHa

MepOonpUaTUN, HAMNPABMEHHbIX  HA npuHaTMe  Mep Mo
npoTMeogencTeuio KubepnpecTtynneHusiM, NPoduNakTUKe X COBEPLLEHUS,
nosbiweHnio uMdpoBon rpaMmoTHocTn HaceneHus Ha 2026 - 2027 rogpl,
yTBepXxaeHHoro samectutenem [pembep-munnctpa Pecnybnukn Benapycb
KapaHkeBuuem B.M., 3ANJIAHUPOBAHbI MeponpuaTus no
MHGOPMUPOBAHUIO HACENEHMS O HOBbIX CMOCOBAX COBepLUEHUS
knbeprnpecTynneHuin, a Takxe paspaboTka U pacnpoCTpaHeHue cpeau
COLMASIbHO YSI3BUMbIX CIIOEB HACENEHUs TEMATUYEeCKUX UHPOPMALMOHHDIX
Matepuanos o ¢$opMax, Metogax M cnocobax  CoBepLUEHUs
KnbeprnpecTynneHui.

B sTon cBssM HA3pena AKTYAnbHOCTb PA3PABOTKM KOHCMEKTA C
aKTyanbHbiMM  crnocobamu  coseplueHuss KubepebiMOraTenbcTs, Ans
nocriegylolwero noBefeHWs coTpygHukamu Tepputopuanbhbix  OB[
N3MOXEHHOW B HeM WHopMAUMM NpU NpoBefdeHUn NPOodUNIAKTUYECKUX
MeponpuUaTUn.



1. BUbl KNBEPBbIMOI'ATEJIbCTB

Bce npectynnenus, npegycmotpeHHbie cT. 208 YK, coBepLueHHbie
C UCMomb30BAHWEM WHPOPMALNOHHO-KOMMYHUKALMOHHDBIX TEXHOSOWiA,
MOXXHO PA3AenuTb HAO TPU OCHOBHBIX BUAQ:

1) cBs3aHbI c 6N10KUPOBAHMNEM, moamndukaumen unu
YHUUTOXEHUEM  KOMMbloTepHoi  uHpopmauuu. [lpy 3ToM B
noaasnsiioweM GOSMbLUMHCTBE ClyydeB oOTMeyaeTcs 6nokupoBaHue
mMobunbHbix ycTpoicte Apple nocpeactsBomM Bxoga HA  HUX B
NPeOoCTABSIEHHYIO  3FIOYMbILISIEHHUKAMMU  MOf, 61arosmMgHbIMU
npeanoramu yueTHYI0 3anuco iCloud, uto B nocneagyowem
nossonseT yAQNeHHO BKMlouUMTb «pexum  yTepw» (Tem cambim
306110KMPOBATL YCTPONCTBO) NGO CTEPETb AAHHbIE.

Cnepyer oTMmeTuTb, uTO paHee 60MbWAS YACTb NPEANoOros
30KJIOYANACh B OHJIQAH-3HOKOMCTBE MOTEPMEBWMNX C MOLUEHHUKOM,
NpeacTABASIOWMMCS  SIMLOM MPOTUBOMOSIOXHOIO MOfid, Y KOTOPOro
cnomancs tenepoH M eMy Heo6xoaMMO OKA3ATb MOMOLb B 3Arpyske
kakux-nubo ¢annos ns obnaurHoro xpawunuuia iCloud.

B HacToAWMA MOMEHT BEKTOp CMecTUNnCs Ha peknaMmy 6ecnnaTHbix
Urp wnu npunoxeHuin B couuanbHon cetn TikTok, gns ycraHoskm
KOTOPbIX HEOBXOAUMO 3ANTM B NPEQOCTABAEHHbIA MOLIEHHUKOM OKKQAYHT
Apple. TloTepneBwyMM B TAKMX CRyyasx BbICTYNAIOT MNOAPOCTKM,
SBASIOLNECS AKTUBHBIMMU MOMb30BATENSIMU YKA3AHHOW COLMASIbHON CETH, -
Hanboree ysa3BMMAs KATeropusi rpPaXaaH.

Takxe ocTaeTcsi akTyanbHbiM Npeanor o TPYAOYCTPOWCTBe, As
Uero 3SI0YMbILSIEHHNKM MPefoCTABASIOT COUCKATEN0 Afs Bxoad siKobbi
KOpMnopaTuBHbI akkayHT Apple.

Kpome aToro, psg npecTynfeHud OAHHOrO BMAA BbIMOrQTENbCTB
cBs3aHbl Cc wudppoBaHueM ¢aNIoBO CUCTEMbl HA cepBepax
npeanpuaTUN;

2) cBSI3aHbI C Yrpo30# PACMPOCTPAHEHUS JIMUHOW MHPOpMALUM
notepneswnx MO WHbIX CBEEeHMWA, KOTOpbie NoclfiegHue Xenasnu
COXPAHUTb B TAHE, NPeuMyLecTBeHHO - ¢oTorpaduii n Buageosanmcen
WHTUMHOrO XAPAKTEPA, A TAKXE MWHble JIMYHble CBEeAEeHUs, KoTopbie B
GONMbLUMHCTBE CMyYydeB MOTEPMeBlIME CAMOCTOSITENbHO Mepechinanu
3MOYMbILISIEHHUKAM, Mofarasi, YTo obwalTcs C  MNOTEHUUASbHBIM
NAPTHEPOM ANsi 3HOKOMCTBA MPOTUBOMOSIOXHOro Nona;

3) cBsi3aHbl C yrpo3oi npuMeHeHus Hacunus. B paHHbix cnyuasx
yrpo3a nocTynana rnocre Toro, KaK noTepnesLne NbiTAAUCh JO3BOHNUTHCS
(nm6o Benu nepenncky) No ABOHEHTCKMM HOMEPAM, YKA3GHHbIM B AHKETAX
OEeBylIeK, PA3MEeLeHHbIX HA UHTepHeT-pecypcax Mo  OKA3AHMIO
CEKCYQsIbHbIX YCHyT.



2. BBIMOI'ATEJIbCTBA, COINPAXEHHbIE C
BENOKUPOBAHUEM MOBUITbHbIX YCTPOWUCTB APPLE

[pexpge Bcero criegyeT OTMETUTb, UYTO MEXAHU3M GIOKUPOBAHUS
MobunbHbix ycTpoucte Apple noTepneswux peanusyetcs He nyTem
B3noma onepaumonHoii cuctembl iIOS (iPadOS, macOS, watchOS
- B 30BUCMMOCTM OT YCTPOICTB), O NOCPEACTBOM METOAOB COLMASbHON
WHXXEHEePUN C UCMOSIb30BAHMEM JOBEPUMBOCTU MPAXAAH.

[Mpumeyanne: B ganbHeswem fsi MOHSITHOCTU B KQUECTBE yCTPOMCTBA
6ygem rosoputb O MobunbHoMm TenedoHe iPhone. Ho pgaHHas cxema
akTyanbHa gns moboro ycrposictea Apple: Mae Book, iPad u gp.

Tak, 3noymbilNEHHUKAMM  MOA  PA3AUYHBIMU  BRArOBUAHLIM
npeasoraMm BbiHyXAaloT cobeceqHUKa BbINTU U3 cBoero akkayHTa Apple
(iCloud) n Boittu Ha iPhone B MoleHHMYeCKUt QKKAYHT, ANS uvero
npepocTaensioT noruH (apgpec 3NeKTPOHHOro MOYTOBOrO SILUKA) U
naponb. C 3TOro MOMEHTA MOOGUIbHLIN TenedoH XepTBbl «B PYKAX»
BoiMoraTtens. OH un3MeHsileT naposnb OT YUYETHOW 3ANUCKU, 3HAHUEe
KoToporo TpebyeTcsi ans BbIxoAd W3 Hee, Nocrne 4yero yaaneHHouyepes
obnaunbin  cepeuc iCloud aktusupyetr oyHkumio «Haiitn iPhone»,
nepesofsi TAKUM 0B6pPA3OM YCTPOWCTBO B PEXUM NPONAXM, U NOMIHOCTbIO
6nokupyert ero.

Hanee notepneswemynpuxoant coobuenne (nnbo BbIBOAUTCS HA
3a6M0KMPOBAHHOM 3KPaHe), uTo TenedpoH 3a6NOKUPOBAH, A ANS ero
pPa36fOKMPOBKM HEOOXOOMMO  3anAATUTb OeHbrn. TakXe 3a4acTylo
npegoctaenseTcs KoHTakTB Telegram nuua, cnocobHoro  pewnTb
stoT Bonpoc (kak  nNpaBuno, 3TO M eCTb  3MNOYMbILIEHHWK,
3a6bnokupoBaBwuii TenedoH). XapakTepHO, YTO AAXEe MPU BbIMONHEHUN
TpeboBAHUS BbIMOraTens. PasbrokMpoBKa YCTPOMCTBA B

nogaensiowemM 60MbLIMHCTBE CIlyuaeB He OCYLLECTBSETCS.

CyuwecTByeT HECKONbKO OCHOBHbIX MPEANoros, BbIHYXAAKOLWMX
noTepneswMX BOATU HA CBOUX YCTPOWUCTBAX B MOLUEHHUYECKUN AKKAYHT
Apple.

Mpeanor 1. Peknama 6ecnnatHbiXx Wrp W nNPUIOXEHWA B
COLMASIbHBIX CETSIX U MECCEHAXepax

3NOyMbILINEHHNKN  OCYLLECTBNSIOT pasmelieHne peknambl  (uawe
scero sugeoponuk B TikTok nu6o B Telegram), B koTopoii ykasbiBaeTtcs
6ecnnaTtHbiii cnocob ckauatb Ha iPhone To wnu uHoe npunoxexune
(AyuGram, Telegram Premium, nossonsiowme unTaTb YyAANEHHblE
coobLeHusi, 306upaThb

«3Bespbl», CKPbLIBATb CTATyC «oHnaH u T.4.), urpy («PUBG
Mobile»,

«Standoff2» u gp.) nu6o mop, nonyunTb Ha CBOII BANAHC UrpoOBYIO
BASIOTY.



[ns ycTaHOBKM [AHHBIX NPeanoXeHui 3MOoyMbILISIEHHUKU NpeanaraioT
XepTBe BOWTW HA TenedoHe B NPedoOCTABMEHHbIW UMK a:KKAyHT Apple
(iCloud). MoTepneBwumn B TAKMX CRAyuasx BbICTYNAIOT MOAPOCTKY,
SBASIOLNECS AKTUBHBIMU MOSIb3OBATENSIMU COLMASIbHBIX ceTel, - Hanbornee
ySI3BMMAs KATEropus rpaxadH.

Mpeanor 2. «Cnomanca Tenedon». OkasaHme nomowm c
daiinamu ns obnauvoro xpauunuua iCloud.

B naHHOM cnyuae nepBOHAYANbHASI KOMMYHUKALMS 3710YMbILLSIEHHUKA
M XepTBbl NPOUCXOQUT B MNPUIIOXEHMSX NMBO cCanTax ans 3HAKOMCTB
(Mamba, Masked.love, Twinby, Mailru u pgp.) nu6o Telegram-uatax
(«Jleonappo [HaiiBuHunk» n Ap.), roe MOLEHHVK BbICTYNAeT B KAuecTse
nULAa, MPOTUBOMOMIOXHOIO MO, XEeNalowero No3HAKOMUTbCS. 3aTem
«HOBbI 3HAKOMbIN» nepeBoauT oblieHWe B MecceHgXep, rge nog
pasnuuHbiMn npeanoramm (Hanpumep, cnomancs TenedoH n Heo6xoaMMo
OUeHb CPOYUYHO CKAUATb KaKMe-mbo ¢annbl: KypcOBYIO WM BAXHbIE
AOKYMEHTbI) BbIHYXAAET MOTEepneBlero 3aiNTh B YyXYIO YYETHYIO 3amnuchb
Apple Ha cBoem iPhone. lMNpu atom gns 6Gonbwero ybeguTenbHOCTU
NpUCbINAaeT 3apaHee 3aroTossnieHHble doTorpadumn pasbutoro TenedoHaq,
rofiocoBble COOBLEHNS U BUOEO3AMNMUCH.

Monyune cornacve, 3NOYMbILWIEHHUK BbICHINIAET JIOMMH U MApPOSb,
a nocrne BxoAd MOTEPMEBLIMM B YYETHYIO 3AMUCb MEHsieT Naposb W
BKITIOUAET PEXUM NPONaXM.

NMpennor 3. TpynoycrpouncTtso.

3NOYMbILNEHHUK OCYLLECTBSIET pPA3MEeLleHNe pPekriaMbl B CeTu
NHTepHeT © nouck COTPYOHMKA HA BAKAHCUIO, KAK NPABUIIO
CBSI3AHHYIO C TECTUPOBAHMEM MOOUIbHBIX MPUMOXEHWUA O YCTPOWCTB
Apple. Tllocne ypauHoro «npoxoxpaeHus cobeceqoBAHUS» XepTBe
NpeaoCcTABASETCS FIOMMH U NAPOSb ANl BXOAA B SIKOObI KOPMOPATUBHbIN
akkayHT Apple, koTopbili gonXeH Mcnonb3oBaTbcs Ans pabotbl nNubo
3arpysku HeoH6XOAUMBbIX MPUNOXEHWIA.

Mocne Bxopa couckatens Ha csoeM iPhone B npegocTaeneHHyo
ydeTHylo 3anucb Apple oH okasbiBaeTcs B nosylwike. 30TeM MPoOMCXoasT
COBbITUS, AHANOrMYHbIE OMUCAHHBIM BbILLE.

MNMpeanor 4. Nepexon Nno $UILMHIrOBOM CCbisKe.

B HekoTOpbiX cnyuyasix «MHTEPHET-3HAKOMbIN» BMecTo ybexaeHus
XepTBbl BOWTU HA CBOEM HA TenedoHe B MoLeHHnYeckui akkayHT Apple,
MOXeT CcOpocuTb CCbIIKY AN C KAQUUBAHUS  MPUIOXEeHus, numbo
Bxoga B ob6bnauHoe xpanunuwe iCloud, rpe 6ygetr npegnoxeHo
BBECTU NOrMH M naponb OT yueTHow 3anucu Apple yxe co
cTopoHbl noTepneswero. [laHHas ccbinka 6ygeTt SBSTbCA PULIMHIOBOA
(noppenbHow).



Beens aBTopu3auUMOHHbIE AAHHDbIE CBOEI YUYETHOW 3AMUCKU, OHU CPA3y
Xe CTAHYT U3BeCTHbl BbiMoraTesnio. [locne cMeHbl napons nocrnegHuin He
TONbKO 3a6110KMPYET YCTPOMCTBO XEPTBbl, A TAKXE MOAYUNT JOCTYM K €ero
nnuHbiM aanHbiM (poTorpadum, ¢annbl, 3aMeTkn, reonosnums, nouta u
Ap.), KOTOPbIE CUHXPOHU3NPOBAHBI B OGNAYHOM XPAHMUNMLLE.

BAXHO!

Pa6oTHUKM CepBUCHbIX LEHTPOB He OKA3bIBAKT yCryru o
BOCCTaHOBMeHuo YycTpoiicte Apple nu6o yuetHbix 3anucein iCloud,
306/10KMPOBAHHBIX MoLIEHHUKaMn. Pas6nokupoBatb Takoe yCTPOWCTBO
BO3MOXHO TOJbKO MyTem obpauieHus B cry>x6y TexHUUecKoi noaaepxku
koMmnaHun Apple, npunoxue gokymeHTbl, NoATBEPXAAOWME 3AKOHHOCTD
ero npuobpeTeHusi.

Ina sToro notepnesLwwii gonxeH o6paTUTbCs B CyX6y noanepxku

Apple nocpeacTsom cepsuca Request Activation Lock
Support [https://al-support.apple.com/#/al/agreement] "
NPeaoCTABMUTb:

- IMEI ycTtpolicTea;

- pokasaTenbcTBa nokynku ycTtponctea (uek, kopobka c IME],
FAPAHTUIHDBINA TANOH);

- [OKQa3QaTenbCTBA ero «NerasbHOro» UCMosb30BAHWUS NOTEPNEBLUNM
(yueTHas sanuce Apple noTtepneswero, npuesisaHHble GAHKOBCKME
NNaTeXHble KAPTOUKM, TenedOoHHbIE HOMEPA 1 NOYTOBbIE SLUMKW);

- obcTosTenbcTBa npoTuBonpasHoro Bxoaa (nyTem BBeaeHus B
3a6nyxpaeHne) B MoweHHnueckuii Apple ID.

Mpouecc BoccTaHOBNEHWs uepes cnyx6y nogaepXKu 3aHUMAaeT
OT HECKONbKMX fOHeli A0 Hedenu, Npu 3TOM YCTPOICTBO MOXeT 6biTb
c6polueHo A0 3aBoackux Hactpoek (Bce AAHHbIE yaAnsaTcs).

3anomuute! Hactpoiiku iPhone He gna urp!

*  HUKOrOAQ M He nof KAKMM NpeasioroM He BXOAMTE HA CBOEM
MOBUIbBHOM YCTPOWCTBE B UyXYio yueTHyto 3anucb Apple, naxe ecnu sac
06 3TOM NpocUT ApYr n TeM 6oree - HE3HAKOMbIN YENOBEK U3 UHTEPHETQ;

*  HMKOMYy He coobLainTe BAWMW FIOFMH UM NAPOSIb OT AKKAYHTA
Apple;

*  He nepexoguTe Mo HEU3BECTHbIM CCbISIKAOM, MepPecsiaHHbIM BAM
HE3HAKOMbIM YEeflOBEKOM; He BBOAMTE HA MOCTOPOHHUX CAWTAX CBOM
noruH u naponb ot akkayHTa Apple iCloud.

CoseT pogutensm, ubv geTv MCnonb3yloT MOOUNbHbIE YCTPOWCTBA
Apple. Ona Ttoro, utobbl Baw pebeHOK He CMOr OCYyWeCTBUTb BBOA
fIOrMHA UM NAPONS MNPEeQOCTABMEHHbIX 3MOYMbILIEHHUKOM, AOCTATOYHO
YCTOHOBUTb poauTenbckuii KoHTponb. OH HUKAK He OorpaHuuuBaeT
peicTens pebeHka B dYHKUMOHANE MOBUIbHOrO YCTPOWCTBA, A TOSIbKO
3anpelyaeT BbIATU M3 yueTHom 3anucu Apple, a Takxe BOcnonb3oBATbCS
MAATEXHbIMU CPeACTBAMM.



3.BbIMOIATE/IbCTBA,  CBSA3AHbIE C WWDPPOBAHUEM
PANITOBOUN CUCTEMbI HA CEPBEPAX NPEONPUATUN

MolwweHHnueckas cxema wudposaHns ©aARNOB HA cepBepax
npeanpusTUiA, M3BECTHAS KAK ATAKA C WCMOfb30BAHMEM MPOrpaMM-
soivoratenen (wudposanblykos), sBnseTcs opHOW M3  Haubonee
onacHbix Knbepyrpos ans 6usHeca. 3n0yMbILUNIEHHUKN MPOHUKAIOT B CETb,
uTO6bI 3aWNPPOBATL KPUTUUECKU BAXKHbIE AAHHbIE U NOTPE6OBATH BbIKYM
34 MX BOCCTAHOBIIEHME.

KAK MPOUCXOOUT ATAKA?

CoBpemMeHHble ATAKU WNPPOBANBLUMKOB - 3TO HE ABTOMATMUYECKMUIA
BUPYC, 4 XOPOWO  CMJGHUPOBAHHAS oOnepauus, ynpasnsemas
niogbMu. Ee MoXHO pa3gennTb HO HECKOSbKO 3TAMOB:

1. NponukHoBeHue B ceTb. HauanbHbIi [OCTYN 310YMbILAIEHHNUKM
MONyYaIOT PA3MNYHBIMU CNOCOBAMM:

A) dvwmHr: MaccoBble unu Uenesble PACCHINIKM MUCEM COTPYAHUKAM.
Hanpumep, nucbMo  MoXeT  MACKMPOBATLCS  MOA  HAKAAZHYIO
ot «|C:Mpepnpustne» c BNOXEHHbIM QPXWBOM, BHYTPU KOTOPOrO
HAXOAUTCS BPeQOHOCHbBIN ¢air;

B) araka HA ynaneHHbIn QOCTyn: B3fIOM CRAGO3ALMLLEHHbIX TOYeK
Bxoad, Takux kak RDP (npotokon ypaneHHoro pa6ouero ctona),
VPN unu cepBepbl ¢ ys13BUMOCTSIMW.

B) wucnonbsoeanue nerutumuHoro [NO: 3noyMbilUNEHHUKM MOryT
NPWMEHSTb NneranbHble NporpaMmbl ans mowutopunra (Hanpumep, Mipko
Employee Monitor), uto6bl  OCTABATBCS HE3AMEUEHHBIMU W W3yuaTb
OKTUBHOCTb COTPYAHMKOB, MEPEexBATbIBATb HAXATUA Knasuw u 6ydep
obMmeHa.

2. 3akpenneHue " passegka. Monae BHYTPb,
3MOYMbILUNIEHHUKU He HAuMHAIoT wudposanue cpasy. OHM usyuaioT ceTb,
WLWYT LEeHHble fAaHHble, NOBbLILAIOT CBOW MPUBUIIEruK, NOMyUYaloT [OCTYN K
KOHTPOJ/IepAM AOMEHA W, UYTO CAMOe BAXHOe, HAXOAAT U cTapaioTcs
BbIBECTM W3 CTPOS pe3epBHble KOMuW. DTOT I3TAM MOXET ANUTbCS
HeJensaMu.

3. MNMoprotoBka «k d¢uHanbHo atake. [lepen 3anyckom
wndppoBANbMKA MPECTYNHUKM YACTO KpagyT KoHdMOeHUMAsbHble
OAHHble. DTO pAenaeTtcs ANs ABOWHOrO LWAHTAXA: OHWU YrpOXAIOT He
TONbKO HaBcerga 3a6nokuMpoBaTb ¢annbl, HO U oNy6AUKOBATb
YKPOQEeHHylo UHGOPMALMIO B UHTEPHETE.

4. 3anyck wudpoBauus. B HaAsHAueHHbI MOMEHT Ha Bcex
KIMIOYEBbIX CEPBEPAX U PABOUMX CTAHUMSIX 3AMYCKAETCS BPEAOHOCHAas
nporpamma. OHa HauuHaeT maccoso wudposath gokymeHTtbl (Office,
PDF, 6a3sbl AQHHbIX, UICXOAHbI KOA W T.O.), YOCTO MEPeuMEeHOBbIBAS MX U1
OCTABNSAS B KAXAOW nanke




daiin ¢ TpeboeaHneM Bbikyna. CoBpemeHHble WNPPOBANbLUKY
TakXxe yHUuTOoXaIloT TeHesble konun Tomos (VSS) n otkniouaioT cpeactea
BOCCTQHOBJIEHUSI CUCTEMbI, UTOBbI Y XEPTBbl HE OCTANIOCH MPOCTLIX MyTei
oTKATA.

KAK 3ALLULATUTBCA OT LLUNPPOBAJIbLLUUKOB?

3awnTta AonXHa 6bITb MHOrOYPOBHEBOW M CTPOUTLCS HA
npuHuune

«O0BEepPSIN, HO NPOBepPSiA», d TAKXEe HA FOTOBHOCTU K TOMY, UTO ATAKA
MOXEeT NPOU30NTH B NI0OGON MOMEHT.

TexHuueckne mepbi 3awWmUTbl UHGPACTPYKTYPDI.

» Henpukacaemble pesepeHble konuu (npasuno 3-2-1). 3To cambin
FMABHDbIA MYHKT. ¥ BAC OOMXHO 6biTb KAK MUHUMYM TPU KOMWUW OAHHBIX,
HQ [OBYX PA3HbIX HOCUTENSX, M OOHA KOMus 06S3aTeNbHO [AOMXHA
XPOHWTbCS BHE  OCHOBHOM  uH$pacTpykTypbl  (odnaiH),  uTOGHI
3M10YMbILLSIEHHUKU He Mornun 0o Hee nobparbes. B obnauHbix cpegax ctout
ncnonb3osath HeusmeHsemble (immutable) pesepsHblie konumu, KoTopble
Henb3s U3MEHMTb UM YAANUTb [AXe NPy KOMMNPOMETALMN YUETHOIN 3anucu
AOMUHUCTPATOpPA.

e [lpvHunMn MuHUMAnbHLIX nNpuBunerwii. ¥ COTPYOAHWKOB AOJSIKEH
6bITb OOCTYN POBHO K TeM [AAHHbIM, KOTOpble Heobxogumbl  ans
pa6oTbl, U He Gonbwe. AOMUHUCTPATUBHbIE YUYETHbIE 3AMUCK [OSIKHbI
MCMONb30BATLCS TOMbKO AN BbINOSIHEHUS KOHKPETHbIX 304au.

« MuorodbaktopHas _ayteHtudukaums (MFA). O6szatenbHo
kniounte MFA Bespe, roe aTo Bo3aMoxHO: gns goctyna K noute, VPN,
OBMAUHBIM CEPBUCAM U, KOHEUYHO, K KOHCOMSIM QOMUHUCTPUPOBAHMUS
cepBepoB.

e Cermentauns cetu. Kputuueckn saxHbie cepsepbi (paiinossbie,
PE3epPBHOro KOMUPOBAHMWS, 6asbl [OAHHBIX) AOMKHbI HAXOAUTbCS B
otaenbHbix BupTyanbHbix cetax (VLAN) ¢ xecTkummn npasunamm goctyna.
DT0 He OACT ATAKE C 3APAXEHHOro KoMnbloTepa Byxrantepa 6bICTPO
NepeKnHyTbCs HA BCe XPAHMULLQ.

e Q6Hoenenne MO wn  nonutukm 3anycka. CeoeBpeMeHHO
ycTaHaenueanTe obHoBrneHus 6esonacHocTu. Mcnonbsyinte Genbie cnmcku
npunoxennii  (AppLocker, WDAC), utobbl 3anpetuTb  3anyck
HEeNnoANUCAHHbLIX WU HepdAspeLLeHHbIX MPOrpaMM, BKIIOUAS HEW3BECTHble
W POBASbLUNKM.

YTO HE HAOO [EJNIATb PABOTHWUKAM MNPEONPUATUN?

NMPABUNA UNPPOBOMN MIUEHBL.

Camasl coBeplueHHAs 3aWUTA MOXET PYXHYTb M3-30 OfHOW OLUIMGKM
coTpynHuka. [loaToMy nepcoHany kateropnyecku Henb3s:

1. nepexoguTb NO NOAO3PUTENbHbIM CCbIIKAM U  OTKPbIBATb
B/TOXEHMUS B MUCbMAX OT HE3HAKOMLIEB, AAXE €CNN OHW BbIrMSAsT KAk
[OKYMEHTbl OT KOHTPAreHTOB UM FOCOPIraHOB;




2. ucnonbsoeatb cnabbie naponu (tuna "password123", "Qwerty"
unm "1C") 1 3anncbIBaTb UX HA CTUKEPAX, MPUKNEEHHbIX K MOHUTOPY;

3. nogkmnouatb K pabounM KOMMbIOTEPAM JIMUHbIE UM HANOEHHbIE
USB-HakonuTenu, koTopbie MOryT 6biTb 3QPAXEHbI;

4. wvrHopupoBaTb Heob6bluHOe mnoBefeHne komnbioTepa (peskoe
3aMeqsfieHne, HEBO3MOXHOCTb OTKPbiTb ¢aisibl, MOSIBIIEHNe CTPAHHbIX
daiinos ¢ TpebosaHnem Bbikyna). B Takon cutyauum HyxXHO HemMeaneHHo
OTKSIIOUNTb KOMMbIOTEP OT ceTu u coobwuTb B IT-otgen;

5. nepenaBATb NOMMHbI U MAPOAXU KOSSIErAM Mo  TenedoHy wunu
B MeCCeHaXepax.

YTO OENATb, ECIIU ®ANNbI YXE 3ALLNPPOBAHbI?

Ecnu 6epga Bce-Taku cnyuunacb, rnasHoe MpABUAO - He
NMAHWMKOBATb M He NnatuTb Bbikyn. [lnatex He rapaHTupyeT BO3BpAT
OAHHBIX ¥ Nuwb PUHAHCUPYET AarbHellIne aTaKu NPeCcTynHUKOB.

Mnax geicTeuii AONMXEH BbIFMSAETb criegyowmm ob6pasom.

1. MWsonupoeaTb 3apaxkeHHble cucTeMb. HemepgneHHo oTkniounTe
3apaXKeHHble KoMnbloTepbl U cepeepbl oT cetn (Ppusnueckn BbigepHUTE
ceteBol kabenb). DTO MOXET OCTAHOBUTb PACMPOCTPAHEHUE
WnppPOBAHUS HA apyrue yCTPOMCTBA.

2. Coobuumtb o npobneme. HemepnenHo yBegomuTte
PYKOBOACTBO 1 oTaen uipopmaumoHHon 6esonacHoctu. Ecnn B komnanum
€CTb PErfIaMeHT No PearMpoBAHMIO HO UHLUMAOEHTDI, CriedynTe emy.

3. OueHutb yuwep6 u HAYATb BOCCTAHOoBNeHue. Bmecte co
cneumanuMcTamu onpegenuTe, Kakme cucTembl 3aTpoHyTbl. Ecnin y Bac ectb
uncTble, He 3ATPOHYTble ATAKOW pPe3epBHble KOMWU, MOXHO HAUMHATDH
npouecc BOCCTAHOBMeHus. [ns 3Toro notpebyeTcs MOAHOCTHIO
nepeyctaHoButb OC Ha 3apa’>KeHHbIX MALMWHAX WU TOSIbKO Mocrie 3Toro
BOCCTAHABSIMBATb OAHHbIE.

4. O6patutbca B Munuumio. DTO He MNPOCTO peKoMeHgauus, a
BAXHbIA Wwar ans opuumanbHon pukcauum npectynnexus. lNpegcrasuTens
komnauun (pykoBoauTenb MNU OTBETCTBEHHbIA 3a MHGOPMALIMOHHYIO
6e30MacHOCTb) AOMXKeH HanMcaTh 3aseneHne. Heo6xoammo npegocTasnTb
niobble MaTepuanbl, KOTOPble MOryT MOMOYb paccnenoBaHuIo:
nepenucky c Bbimoratensmu (ecnu oWa 6bina), IP-agpeca, o6pasupi
sawndposarHbix $annos (ans nocnepyioweii nepeaavye aKcnepTam) W
daiinos c TpeboBaAHMSAMM.

CINEAYET NOMHUTb: aTtaku wudpoBanbymkos - 3TO BONPOC
He «ecnu», a «korga». [MoaTomy knioy K MHPOPMALMOHHON GE30NACHOCTH
npeanpusiTusi-  HageXHble  W3ONUPOBAHHbIE  63Kambl,  OBYyuyeHHble
COTPYOAHUKU N OTPABOTAHHBIA NAAH OEACTBUI HA CIYYal UHUUOEHTA.



4. BbIMOIATEJIbCTBA, CBS3AHHbIE C YIrPO30M
PACMPOCTPAHEHUS JINYHOWU UHOOPMALIMM  NOTEPMNEBLUUX
NIMBO WHbLIX CBEAEHUN, KOTOPBLIE MOCJHEOHUE XENANWU
COXPAHUTb B TAVHE

Mpu QaoHHOM Buge BLIMOrATENbLCTB B MOAABASIOWEM 6GOMbLUMHCTBE
cnyyaeB o6beKTOM MpecTynseHus sBnsioTcs ¢oTorpadum n BUAEO3ANUCH
WHTUMHOIO XOPAKTEPA NoTeprneBLIero, Nepenmucka Ha CEKCYasibHYIO TeMy
nn6o MHAs KOMNPOMeTUpPYIoLWAs MHGopMaums.

[epBOoHAUANbHAS KOMMYHMKALMS  3MIOYMbIWSIEHHUKA W XKEPTBbl
npoucxoauT B MNpunoxeHusx nuéo cantax ans sHakomcts (Mamba,
Masked.love, Twinby, Mail.ru u ap.) nu6o Telegram-uatax («JleoHapgo
HaieuHunk» n gp.), roe MOWEHHVK BLICTYNAeT B KAuecTBe nuug,
NPOTUBOMOMNOXHOIO MOJA, XENAIOWeEro NO3HAKOMUTbCA. 3aTeM obuieHve
[OOBOMIbHO  BbICTPO  NpUOBpPeTaeT CeKCyasnbHbll  noaTekcT.  «HoBbliA
3HAKOMbI» nNpegsiaraeT oB6MeHSTbCs UHTUMHbIMU doTorpadusmu. [pu
3TOM gns 6onblero ybeguTenbHOCTU NPUCHINIAET 3apaHee 3aroToBMEHHble
K06bl cBoU poTorpacdum nubo Bmaeo B OGHAXEHHOM BUSe.

B cnyuae, ecnn xepTBa «noBenacb» HA AAHHOE MNpeasioXeHue
cbpocuna cBou UHTUMHble doTorpaduu UNu BUAEO, 3MOYMBILLFIEHHUK WX
coxpaHsieT. [lpn 3TOM OTNpaBeHne CAMOYHUUTOXAIOWMUXCS COOBLLEHMNIA
HE NMOMOXEeT, TAK KOK 9KPAH BCerga MoXHO cdoTorpadpuposaTtb Apyrum
yctpoinicteoM. OpHoBpeMeHHO ¢  3TUM  BbiIMOrarteno cobupaet
nHpopmaumio o xeptee B cetn MHTepHeT: HaxoguT CTpaHMubl B
COLMArbHbIX CETSX, QHANM3NPYET [AOHHbIE W3 OTKPbITbIX WCTOUHUKOB,
y3HOET Kpyr pgpyseili M pPOACTBEHHUKOB, MecTo paboTbl. 3artem
3MOYMBILLSIEHHUK COOBLAET, UTO PACMPOCTPAHUT UMEIOLMECS Y HEro
WHTUMHble doTorpadumn NoTeprneBlIero cpeau ero apyser M 3HAKOMbIX
nnbo BBLIIOXWUT B OTKPbLITbIA [OCTYN, €CAv eMy He 3dniaTtaTb 3a MX
HEPACNPOCTPAHEHMUE.

Ecnm xe B xoge WHTepHeT-nepenucku BbIMOrATENIO He YAAnoch
MOSYUNTb WMHTUMHbIE N30BPAXEHMS >XEPTBbl, OH MOXET WU3roTOBUTbL WX
C MOMOLbIO PA3fUUHbIX ¢$OTOPEAAKTOPOB, wucnonb3ys doTorpadum
cobecefqHNKA M3 ero COUMANbHbIX CETEN. TAKXE 3MOYMbILSIEHHUK MOXET
yrPOXATb OFfIACKOW COCTOSIBLUECS MEPEenucKu HA CEeKCYdsibHble TEMb,
[OMNOSHUTENIbHO COOBLMB, UTO SBMSIETCS HECOBEPLUEHHONETHUM, TAKUM
06pa30oM HAMeKAss O BO3MOXHOCTM MpPUBIIEYEHUS XEPTBbl  3Q
«COBpPALLEHNE MQSIONETHEr O,

B HekoTOpbiX cCryydsix «MHTEPHET-3HAKOMBbIA» MOXEeT CcHpocuTb
$MWMHrOBYIO CCbISIKY, HAMpumep, AN NPocMoTpa ¢oTo B O6NAYHOM
XpaHunuwe nubo ero BMAEO HA PA3NUYHBIX CTPUMUHIOBLIX CEPBUCAX.
Mepeitns no cchinke u BBeas ceou aaHHble (kak Npaeuno, a6oHeHTCKMIA
HoMep
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M NONyUYeHHbIi KOoA NOATBEPXAEHME) 3FIOYMbIWNIEHHUK nonyyaeTt
OOCTYN K MeCCeHAXepy XepTBbl W ero couuanbHbiM ceTsm. B Ttakom
cnyJyae BbIMOraTesib MOyYaeT 4OCTYN KO BCEM KOHTAKTAM U Nepennckam
noTepneBwero, d MNPV HAMUUUM B HUX MHTUMHbIX $OTO MNM BUAEO
(Hanpumep, npu obweHMn C APYrMMM  AEBYWKAMM) NU6O  MHOIA
KoMnpomeTupyiowen nHGoOpMaLMmM, UCNonb3yeT ee MO BblLLUEeONUCAHHOMY
npuHuuny. B paHHOM cnyuae cutyaums ycyrybnseTtcs TeMm, uTo
3M0YMbILUSIEHHUK BUOWUT BCE PeasibHble KOHTAKTbI XXePTBbl, O TAOKXEe MOXeT
NCMOMb30BATL €€ JIMYHble YYeTHble 3arMUCU AN COBEpLUeHUsS WHbIX
MOLUEHHMYeCKNX paencTemii (NpocuTb ORONXWTb [HOEHbrW, MnepeBecTy
cpeacTsa HA 6naroTBOpMTENbHbIN C60p 1 T.4.).

3anomuute! Hactpoiiku iPhone He gna urp!

. HUKOra He OTNPABNSNTE CBOW UHTUMHble dpoTorpadum u Buaeo
HEe3HAKOMLIOM U3 UHTEepPHeTQq;

. He octaensnTe B ceTn MHTepHeT o cebe nuuHyio nHpopmaumio
N He OennuTeChb C Hel C HE3HAKOMLAMY;

. cKkpounTte AAHHblE o cebe B HACTpoONKax
KOHPUAEHLMANTIBHOCTU B COLMANbHBIX CETSX MU MECCEHOXKEPAX;

. He nepexoguTe MO HEU3BECTHbIM CCbIIKaM, NepPecriaHHbIM BAM
HE3HAKOMbIM YeflOBEKOM; He BBOAUTE HA MNOCTOPOHHUX CAWTAX CBOM
fINYHbIE AAHHBIE U KOAbI U3 COOBLIEHU.

TAKXE CJEAYET TNMOMHUTb, wuto  wusrotoBneHne u
PACMPOCTPAHEHNE MOPHOrpaduUecKknx MATEepuanos WNUM nNpPeaMeToB
nopHorpaduueckoro xapakrtepa BrieyeT 3a coboill npuBrieYeHue K
YrofioBHOM OTBeTCTBEHHOCTM no cT. 343 YronosHoro kogekca
Pecny6bnuku Benapyco.
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S. BbIMOI'ATEJSIbCTBA, CBA3AHHbIE C Y[PO3OVI NMPUMEHEHUA
HACUINNA, NOCNE NOCEWEHUA CAUTOB MO OKA3AHMIO
CEKCYAJIbHbIX YCIYI

3NOYMBILLNIEHHUKM HA PA3SINYHBIX CAWTAX MO OKA3AHUIO CEKCYASIbHbIX
yCAyr pasMewaloT aHKeTbl AEeBYLEK, B KOTOPbIX 304ACTylO B KAuecTBe
KOHTOKTHOIO YKQ3bIBAIOT ABOHEHTCKUI HOMep Genopycckoro onepaTtopa
MOOWNbHOWN CBSA3MN.

[MoTepneswwne, HaxogsCb B MNOWCKAX  MNOJOBGHbIX  ycnyr,
6e3pesynbTATHO MNbITAIOTCS [O3BOHUTBCS MO YKA3AHHOMY B QHKeTe
a6oHeHTckoMy HoMepy (TPy6Ky HUKTO He CHUMAET).

B nocnepayrouwieM, Kak Npasuio HA crieaylowmin geHb, NoTepnesLwnM
nocTynaeT TenedoHHbIi 3BOHOK, B XOfe KOTOPOro fiMLO C BbIPAXEHHbIM
KOBKA3CKUM OKLEHTOM B rofioce coobuaeT, 4To No MpUYMHE 3BOHKA
npousowno «6nokmposaHue kaccby (MMGO WHble NPUYMHBL), BBUAY
uero

«OeBywWwKN He MoryT pabotatb». B xome 3BOHKA 3MOYMbILINEHHUK
npeanaraeT pewuTb BOMPOC  «TUXO-MUPHO», MOMOMHWB  GaAnaHc
«Kaccbl», TeM caMmbiM ee pasbnokuposaTb. B panbHeiwem npoucxogut
[ABMEHNE B CTOPOHY XEePTBbl U CKITIOHEHWUe K nepesofy Bce GOonbLUMX CYyMM
OEHEeXHbIX CPeAcTB nofd PasfuuyHbIMM Npeasioramy, B TOM uucne
BbICKA3bIBAIOTCS YrpO3bl XW3HW M 300pOBbl0 MoTepneswero nubo ero
61N3KNX POACTBEHHUKOB.

B nocnepgyowem obuweHne nepeesoauTCs B MecceHgXep, Kyaa
cOpacbiBAIOTCS  PEKBU3UTbLI, HA KOTOPble HEOBXOOUMMO MEepeuncnuTb
neHexHble cpencTs (kak npasuno, p2p nepesogpl). Tyaa xe noTepnesiune
cOpACLIBAIOT 3MEKTPOHHbIE YeKU KAK MNoATBepXAeHue o nepesofe
AEeHEeXHbIX CPeacTB.

B HekoTOpbiXx Cnyuyasx HA 3BOHKM WnM cOOBLEHUS MOTeprneBLnX
MPU MOCELLEHUN WHTEPHET-CAMTOB OTBeyaeT sKobbl [eBywKa WU
[OroBAPUBAETCS O BCTPeuUe, Afis Yero TpebyloTcs npeaonsnaThl B KAUecTse
rapaHTun. B peiicTBUTENbHOCTM HMKAKON OEBYLIKM He CylecTByeT, d
3/10YMBbILUNIEHHUKM NPOCTO MMUTUPYIOT XeHckui ronoc. MNocne cosepLueHus
OCHHON  MOLUEHHUMYECKOM CXeMbl TAKXe CcnefyloT 3BOHKM MO
BbILLIEOMMCAHHOMY MPUHLMY.

CINEAYET NOMHWUTD! Peknama ycnyr cekcyanbHoro xapakrepa B
Pecnybnuke Benapycb sanpeweHa. OTtkas oT nogobHoro pgocyra He
Tonbko ybepexeT Balle 300POBbE, HO U AEHbI .
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3AKJTIOMEHUE

HecmoTtps Ha cHuxenne B 2025 rogy Ha 95,8% konuuecTtBa
COBEpLUEHHbIX KubepnpecTynneHwuii, yBenuueHue dakToB
BbiMoraTenbcts B chepe UKT guktyeT akTyanbHOCTb AHHON Npobrembl.
MolueHHMYeckne CxemMbl 3MOYMBILUSIEHHUKOB BCErgd BUAOWU3MEHSIOTCS,
OOHOKO, AOBefeHME MOLUEHHUYECKUX CXEM Cpeau LeneBbiX AayguTopuii
rpaxaaH (yuyawmecs u CTyaeHTbl, UX POAUTENM, PAGOTHUKM TPYAOBbIX
KONMEKTUBOB M KPYMHbIX KOMMAHMA W [Ap.) NO3BONMT MOBLICUTb WX

uMPpPOBYIO TPAMOTHOCTD W TAKMM 06pasoM  cnpodpunakTUPOBATDL
COBepLUEHNe HOBbIX NPeCTYNNIEHWNA.

Crapwuin onepynonHomouenHbii no OBJ

'YMNMK KM MB[ Pecny6bnuku Benapyco égég}/h y
—_ .C. IleHckwii
NOANOMKOBHUK MUNMULNAN =~

02.03.2026
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